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1. SCOPE.

1.1 Electrow.gnetic Compatibility (EMC). EXC must be assessed by test-
ing of all equipment or syste.s jonerating or responding to elactromag-
netic energy. The testing is required to assure that the equipment can
be operated iA its expected electromagntic environment without unaccept- I
able degradation of Lts own or other Iriendly equipment's operational
perform.ance.

1.2 Objective. The objective of thI-s TOP is to provide evaluation tech-
niques which help to provide assurance that co-unications-electronics
(C-E) eqvuipments and systems Incorporate the best available technology for
securing LNC. For non-C-E items see TOPs Z-2-613 and 6-2-542.

1.3 Limitations. EXiC determiattions are made by the application cf per-
formance measuromnts, simulation, and analytical tochniques.

F. ACIL-71ES AND INSTRLMENTATION.

2.1 General. Since special facilities and Instrumentation are required,
the capabilities of the Electromagnetic -nvironmantal Test Facility (--ETT)
of the U. S. Army Electronic Proving Ground (USAEPG) are described.

Equivalent facilities may be used.

*This IoP supersedes 4T? 6-1-006, 31 ul7 1970. -

Approved for public release, dist:ibution unlimited.
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2.2.1 Instrumented Workshop. T"he Instrumented Workshop (IWS) utilizes
screened rooms, standard cest equipment. and special instrumentation f or
evaluations of equipment or systems in the hardware stage. Dynamic per-

Jillforu mace characteristic curves are produced for receivers subjected to
radio frequency (RF) interference, Including jaming signals. This facil-
ity also provides controlled laboratory conditions to acquire operational
performance dAta on equipmentc for use ~n development and validation of the
library of computer programs.

.Spectrum Si~nature Faciiy. The Spenctrum Sigu~ture Facility in-
eludes both fixrid and mobila laboratories that are equipped with instru-
mentation to prcrfor-a All specttum signature and specialized data measure-
ments of equipment under either cArefully controlled laboratory or semi-
controlled fitld conditions.

1 .1.3 Voice Scorin; Facility'. '.he Searing Facility is designed to mas-
sure the performance of C-E system~s. Thi.s facility measures infI~rmation
transfer and permits the establishment of equipment performance data.

..2.4 Weapon System Elacrowgnetic Environment Simulator. The WJespon
System Eldctr gneciz Enviroizint Simulator k1,SEES) is a highly versatile
measurement tool zmprisi.4 a programal RY generator, an RF absorption
room, a steerable platform, And other support equipment necessary to sim-
ulate complex electromagnetic environments and develop scoring data for
systems operat-Ing in the alcrowavd frequuncy bands. RF signals are pro-
duced which are exact dplicaz.es of those that would be expected in the
real-world anviroamic

2.2.5 Field Facility. The, Field Facility consis;e of a fixed test site
for centralized test control, numerous locatio)ns for mobile testing, a
mobile electronic countermeasures envir=nmeat genorator installation, a
mobile and seaiLwbila onvironaftnt analysis system, and an environment
generator cousisting of tactical C-E transmitters. 7dsting capabilities
Include zovite interference evaluations. R.F radiation tests, open-field
4"3ision tests, and susceptibility meas-rements.

2.2.6 Librar: of Computer Programs. The library compriset, a selection
of computer programs used as an~alytic tools for ansalyaies of operational
concepts, systems , and equipments. Outputs are systems effectiveness
scores for Analog systems, probability of bit error for digital systems,
and electrcmagnecic radiation (E.M levels for equipment susceptibi..ity
and hazard analyses. Data obtained from tests or measurements conducted
In one or more of the empirical facilities are used as inputs to these
computer program .

2
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2.3 Instrumentation.

2.3.1 Simulation Techniques. Simul. tion of small- and large-scale C-E
L systems in realistic environments is based on a librar7 of computer ood-
L els. This library includes the following:

a. Combinatorial Analysis Techr.ique Model aids in evaluating LE4C
of frequency hopping radars which us+i frequencies from the same assign-
ment Slast.

b. Cosite Identificatijn Model extracts from a test bed those equip-
ments which are within specified distances from each other,

c. D% Model determines electromagnetic radiation levels at specific
sites in a deployment of C-E equipment. The model output identifies max-
imm levels of field stiangth uorted by frequency band and modulation
type. In addition, typical scenarios of action and counter action, deployment
methodol09y, frequenc7 asslgnment methodology, code book, troop list and C-E

equiplent deployment paramuters are included in validated test bedS which are

supplied by the Comunications Research and Develzpzent Comand (CORADCOM),
formerly the U. s. Army ange.ent systems Stpport Agency (USXSSA).

These data are combined with the library of computer models to perform a
wide variety of simulations.

'.3.2 Measurement Technirues. :ata recording collection and performance
sco':in& shall be for both analog and digital communications systema. The
system will perform many measurements of MIL-STD-4-9nL /. spectrum signa-

cure measurements automatically. ?griormznce scor.ng of weapon systems
and mirrowave equipment reproduces the varying matsinial environments
in which most weapon systems must operate, while measuring system reaction
to thit environment. uantifization of human operators and their responses
to co=-unications equipment =ust dezonstrate the ability to numerically
relate etuipment performance in varying interference and Ja-=ng environ-
=enots to on,.ational performance. Mzbie test instrumentation permits LC
testing in a number of different loc~tions, as indicated by the intended
use of the equipm(nc under test.

.3.3. Analytical Techniques. Analyses may be performed at various lev-
els, d .pending on the requirements of the individual developers or agen-
cies. These may include--

a. "Desk-Lop" analysej, which may require only a search of certain

data files and recomended actions based on engineering judgment.

b. Interediate-sizad aalyses, which nay be supported by computer
calculations and data file searches.

IiMIL-S'h-44D, Radio Frequency Characteristics, Measurement of.

SI I3
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c. Major simulations requiring extensive equipment measurements, a
test bad, and exercise of the desired computer models.

93. PREPARATION FOR TEST.

3.1 Facilities and Instrumentation. Asure that the facilities and in-
strumentation are available as required for individual test. Decide upon
the test technique to be employed, whether by' simulation models or by
measurement or analysis techniques.

3.1.1 Simulation Models. Select a model and obtain approval from the
test sponsors for use for the equipment under test.

3 1.2 Measurement. Have the instruments and test equipment for data
collection properly calibrated and assure they have the range and ac-
curacy needed to perform the test. Obtain or train scorers for the
Scoring Facility.

3.1.3 Analvsis. Assure that analytical skills are available and that
sufficient data have been provided by test sponsors re~garding the tacti-
cal employment of the test item. Determine the operational environment
appropriate for the test Item.

3.2 Data Required. Record the tullowiiig:

a. Plan of deployment.

b. Frequencies, power levels, and modes of the test item to be
used or explored.

c. Any special conditions considered.

d. Norcal operating characteristics of the test item.

4. TEST CONTROLS.

4.1 Test Officer.

a. Observe conduct of measurements to insure proper procedures are
followed.

b. Review results to Insure consistency and repeatability.

c. Insure the approval of model applications by the test sponsor.

d. Review the analytical process to insure that results are con-
sistent with test objectives and criteria.

4
I _ _ 4.!
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4.2 Report Review. Make a report review by engineers and military ex-
ports not directly connected with the test in progress.

5. PER1o1LIAWNCE TESTS.

5.1 Electromagnetic Compatibility (RF).

5.1.1 Objectives. The objectives of this subtest are--

a. To determine whether the test item can degrade the performance
of other C-E equipment .n the intended operational electromagnetic envi-
ro ent.

b. To determine whether C-E equipment in the intended operational
electromagnetic environmt o degrades the performance of the test item.

5.1.2 Method (Analytical).

5.1.2.1 Effects of the test Ite= on the Environment.

a. Obtain electrcmagnetic interference (LEI) data (MIL-STD-46Z).2 /

on the test item from tests previously perforned, if available.

b. Note the frequency and emissioa levels of conducted and radiated
amissions w:'ich exceed the MIL-STD-4olA,1 1 Notice 4 , specification levels.
If U4 data are not available, perform an analysis based on engineering
judgment, using equipment characteristics.

c. Perform an equipment sear:h, which will include sources appro-
priate to the concept of employment of the test item. to determine those
C-E equipments which operate at the frequencies noted above and the de-
ployzent dirtances and angle from the test Item. The following are sam-
ple sources to be searched:

C (1) A cst bed developed by the CORADCOM and approved for use
F by the Departzent of the Army and the tast sponsor.i

(2) Frequency A1location to Equipment File (FAEF).

(3) Other available listings (national and international) of
C-E equipments appropriate to the geographical area of interest.

d. Obtain available susceptibility measurement data for the equip-
mant identified in paragraphs 5.l.2.la, b, and c.

tYU-STD-462, Electromagnetic Interference Characteristics, Measureaents

.3,IL-STD-46A, Electromagnetic Interference Characteristics, Requirements
-for Equipment.

I5
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e. Consider all appropriate power levels and deploymaut distance&
which can reasonably be expected to occur in a typical deployment from
the method described in paragraphs 5.1.2.1a, b, and c.

5.1..2 Effect of the Environment on the Test Item.

a. Obtain LI data on the equipments listed as a result of the
search performed in paragraphs 5.l.2.la. b, and c.

b. Review the data to determine the susceptibility of the test
item to conducted and radiated interference.

c. Note any conducted and, radiated emission suscepcibility indica-
tion which exceeds the X.tIL-STD 46Lt, Notice 4, specification level for
frequency and emission level.

d. Perform an equipment search of the sources identified by para-
graphs 5.l.2.la, b, and c to dei:ermine those C-. equipments which oper-
ate at the susceptible frequenc;',es of the test item, znd their deployment
distances and anles from the titst item.

e. Obtain the HIL-STD-449D measurement data aud other spectrum sig-
nature and aeissiou data for the equipments identzified by the procedures
of paragraph 5.1.2.2a.

f. Consider all appropriato power levels and deployment distances

uhich can reasonably be expected to occur in a typical deployment.

5.1.3 Data Required (Anal'ytical).. Record the following:

a. LDI daLa. in the RF region, for the test item.

b. Lis" of C-E equipments (paras 5.l.2l.a, b, and c) with which
the test item can be expected to itnterfere, and their frequencies of
operation.

• Susceptibilit test data for C-E equipments identified in para-
graph 5.1.3b.

d. List of C-E equipments (parz 5.l.la) which can be expected to
interfere with the cest item, and their fiequancies of operation.

e. Spectrum signature and emission data, if available, for the equip-
ments identified in paragraph 5.1.3d.

f. Geographical disposition of aquipment identified in paragraphs
5.1.3b and d.

g. Deployment distances between the test item and equipments iden-
tified in paragraphs 5.1.3b and d.

It--
N
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5.1.4 Method of Simulation.

a. Obtain information on the concept of em~ployment of the test item

and determine the tactical situation(s) that should be simulated. Deter-~mine this through coordination with the project sponsor or equipment user.
I!

b. Develop or obtain a scenario and test bed description suitable
for the concept of employment.

c. Generate a realistic frequency assignment for all comunication,
devices and nets in the tactical deployment, using a technique appropriate
to the project.

d. Select a computer model for the p)anned situation. Provide addi-
tional programing as necessary to simulate the complete planned situation.

e. Consult appendix D for supplemental information.

f. Conduct the test.

5.1.5 Data Required (Simulation). Record the following:

a. Information from paragraph 3.2.

b. Test bed description with scenario.

c. Activation schedule of links or systams (see app D).

d. Weighting provided on selected critical links or system.

e. Narrative description of interfe.4nce and its effect; provide
sources, frequencies, time intervals, percent of lost information, and
other factors of the specific scenario which would be important to the
tactical situation simulated.

5.1.6 Method (.easurement).

a. Use the same approach for the field or bench tests as indicated
in paragraph 5.l.-.i

b. Select the facility (see par& 2.2).

c. Arrange appropriate interference to represent the tactical sit-

uation decided upu. 

d. Arrange for required frequency authorizations, if needed.
e. Consult appendix D for additional methodology on the operating

techniques and requirements.

7
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f. Check the operation of each test item or equipment according to
its specifications.

g. Check the operation of the test item witbout any electromag-
netic interference in the environment.

h. Operate the arranged environment in phases or links, following
the techniques of appedix D.

5.1.7 Data Required (Measurement). Record the following:

f a, Operational characteristics of the test itom without inter-
ference.

b. Pl'At of the arrangement of equipments.

c. Power level, frequency, and coordinated time of operation if
*ech item, providing the interference pattern at any time during the
test*

d. Effect of the environment on the test item during each "period"
of operation. Provide the percentage of useful information obtained, or
useful action, during each period, with the test item utilized as it
would be in the simulated tactical situation.

e. Angle of interfering equipment from the test item and range, as
appropriate. List power level, frequency, and beamwidth, as appro-
priate, for the interferer.

! --

f. Meteorological conditions at the test site.

5.2 Electro-Optlcal/Infrared (EO/IR) Compatibility.

5.2.1 Objectives. The objectives of this subtest are--

a. To determine whethe- radiations from zhe test item are de-
tectable by passive EO/IR devices.

b. To determine whether the test item is susce6L.ible to incident
energy beams in the EO/IR frequency region.

5.2.2 Method.

5.2.2.1 Effect of the Test Item on the Environment.

a. Obtain electromagnetic compatibility (EO/IR) eaission data from
previous subtests cond, cted during other phases of the projact.

6
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i ~b. To determine those EO/IR devices which operate at the critical

wavelengths contained in the data and which will be deployed at an ef-
t" foctive distance and angle frou the test item in the probable tactical I

~sitution, perform a search of equipment/units in the following sources:

(1) The appropriate approved test bed.

(2) Frequency Allocation of Equipment, File (FAEF).

(3) Other available listings (national and international) of
r EO/IR devices appropriate to the geographical area of interest.

c. Obtain available perfor~nce measurement data for the equipment
identified in paragraphs a and b above.

d. Consider all appropriate power levels and deployment distances
which can reasonably be expected to occur in a typical deployment for
the method described in paragraphs a And b above.

5.2.2.2 Effect of the Environment on the Test Item.

a. Obtain electromagnetic compatibility (EO/IR) susceptibility
data from tests previously performed.

b. Perform an equipment search of the sources identified in para-
graph 5.2.2.1 to determine those EO/IR devices which operate 4t the wus-
ceptible wavelengths of the test item and their deployment distance and
angle from the test item.

,.. Obtain LO/IR emission characteristics data for the devices
identified by the procedures of paragraphb a and b above.

d. Consider all appropriate power levels and deployment distances
which can reasonably be expected to occur in a typical deployment in the
method described in paragraphs a and b above.

5.2.2.3 Field Verif4cation Tests.

a. General. Perform field tests to verify the results from para-
igraphs 5.1-a-.-nd 5.2.2.2,

* b. EO/IR Compatibility Test.

(1) Perform this test in a field facility which has been pre-
pared with an arrangement of other EO/IR devices typical of the ex-
pected tactical situation.

(2) Use the test item as it would be used in this situation
but without any interfering beams.

9.9
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(3) Turn on other selected interfering beams and direct them
toward the test item, or operate them in a sweep mode if that is re-
presentative.

(4) Operate the test item when it is being illuminated. Re-

peat the operation a sufficient number of times to insure a statistical
validity described by 95-p-rcent confidence bounds on stated tole.ances
about an average success zate. These tolerances at a 95-percent con-
fidence level imply a mini-um number of trials. If the test is unsuc-

cessful because insufficient d.ita were allowed, then that statistical
explanation should arcomp.any the test results. Vary the range, height,

angle , wavelength, power levl, and so forth as appropriate for the

c. Detectability of the Test Item.

(1) For EO/IR devices, position a suitable detector at former

interferer locationc.

(2) Operate the test iten from its regular position ard as tt

was operated in earlier subtests.

(3) Inform the operator of the detector when the test item is
active.

(4) Request the operator of the detector to record the detec-

tion or nondetection of the test item.

5.2.3 Data Required. Record the follo-ins:

a. Plot of the test item location and of each item of equipment
used.

b. Special characteristics of deployed items, including power
level, frequency, duty cycle, ani so forth.

c. Number of correct operations of the test item.

d. Estimate of optical visibility (m).

e. Detection device parameters, to include--

(1) Wavelength for maximum sensitivity

(2) Viewing angle (rad)

(3) Height (m)

(4) Range to test item (m)

10
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f. Complete narrative description of all interferences or de-
tect ions.

6. DATA REDUCTION AND PRESENTATION.

6.1 Electromagnetic Compatibility (RF).

6.1.1 Effect of Test Item on the Environment. Use EMT, measurement datat (in the RF region). geographical deployment data. equipc:.nt separation

distances, and the appropriate propagation path loss model (the near-
field propaSation model and the modified Longley-SLice irregular terrain
propagation path loss nodel) for the calculations to deteraLne whether
RF radiated emissions from the test item in excess of HIL-STD-461A. No-
tice 4, limits exceed the radiated susceptibility levels of other C-E
equipments in the intended LM environment at the specified separation

, distances. Plot all e-issiots for comparison.

a. Identify and define the paths of conducted emissions (from the
test item to other C-E equipments in the environment) in excess of
MIL-STD-461A, Notice 4, limits.

b. Identify and discuss coupling and loss mechanisms.

c. Perform calculations to determine whether these conducted emis-
sions exceed the conducted susceptibility levels in the intended opera-
tional CM environmwet.

d. Plot and explain results.

6.1.2 Effect of Environment on the Test Item. Perform an analysis
similar to that of paragraph 6.1.1 above to determine whether emission
levels from other C-E equipments in the environment will exceed the
measured susceptibility levels of the test item at the test item loca-
tions for the separation distances found. In this analysis, consider
eissions at the tuned frequencies of the other C-. equipment as well as
radiated emissions in excess of the MIL-STD-4HA, . otice 4, limits.

6.2 EO/IR Compatibility.

b.2.1 Effect of Test Item on the Environment. ose EMC (EO/IR) data.
geographical deployment data, equipment separation distances, and the
appropriate propagation path loas model for the calculations to deter-
mine whether EO/IR emissions from the test item exceeded the radiated
detectability levels of other EO/IR devices in the intended EM envi-
ronment aL the specified separation distances. Plot emissions for
comparison.

11

is_-



6.23 Effect ofinvironmeto h Test e. Perform an ana ii lysoihs o
simlra~ t .o .t a nd pararap 6bv.Aaoet eemn hte eia

levls.ro ether lIRv dece i te envionmme n t tec ceed rther

tin dfocr thspai~n disantes fou. vla this sinalyss co ny)der-
eivedon at ths pgermr.mainwvlnt o h t~ OI eie

6.3el Das sporus Sand1 harm oic ermisonclddinapndxA

6..3 Fel~edVerif ngstoispication Teousd berform naayi iiarde tohto

addtcomdr. euip n aramj ete tod evaluat e h sigmn als AT : any)T-ADM

obaied ro tedterprn ciiy o~n~r SAm lc

tronic Proving Ground, ATM: STLIXI-MT-T, Fort fluachuca, A". 85613.
Additicnal copies arv available from tht Defense DocumentationCwtr Caeo SttoAeadiV 21. Ti ouet i

p~g

12



12 Ocobor 9109TOP 6-2-560

12 Ocober1~~9DATA TABLE
FREQUENCY USAGE SUICARY

Number of
Frequencies Num~ber of
j~vai2able rrequencieu

Frequency Band From Res~urce Utilized
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APPML' B
CHECKLIST

I. FACILITIES AND D0STUMENTATION

A. FACILITIES REQUIRED FOR TEST

have facilities been scheduled?

B. INSTRUMENTATION

1. Simulation Techniques

Has guidance for proper computer model selection
been established?

2. Measurement Techniques

Has guidance for proper measurement, data record-
ing. and rerformace scoring technique selection
been established? _l

3. Analytical Techniques

Has guidance for proper analytical technique
selection been established?

II. PWEARATION FOR TEST

A. FACILITIES ANfD INSTRLIMTATION

1.. Simulation

a. Have proper computer simulation models
' been selected?

b. Has model application been approved by
teat sponsor?

2. Measurement

a. Have proper measurement data collection
and performance scoring instruments been
selected?

b. Are instruments properly calibrated?

3. Analysis

Have proper analyses been selected for the dif-
ferent required outputs?

t -1
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B. DATA R.EQU ED

1. Have data sheets been prepared? --
2. Are they complete?
3. Have the normal operating characteristics

of the test item been established? '_--
4. Have all test item frequencies, powers, and

modes which are to be used been itemized? _

5. Have all data on test item, test equipment.
and ancillary equipment been recorded? ___

6. Have operating conditions, modes, control
settings, loads, and terminations b~an re-
corded? _

7. Have location, date, time, operator names, all
test designators, and teat' conditions been re-
corded?_ __

111. TEST CONTROLS

I. Is test officer present to observe proper measure-
ment procedures?

2. Is test otficer satisfied that results are consis-
tent and repeatable?

3. Have engineers and military officers not directly
connected with the test reviewed the report?

IV. PERFOM'A NCE TESTS

A. ELECTROMAGNETIC CCiL.ATIBILIrT (WF)

I. Have all system functions been "xercis4d to
determine tha measured 'U elocrrozagnetic com-
patibility of the test item? _

. ave all system functions been slulated in
the selected computer model to determine the
R elactromagnetic compatibility of the test
item?

3. Have all system functions been exercied ana-

lytically to obtain the RI electromagnetic

compatibility effects of the test item on the
environment?I o. ave all system functions been exercised ana-
lytically to obtain the R.F elctromagneatic com-
patibility effects of the environment on the
test item? _
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B. ELECTRO-OPTICAL/INRAED (EO/IR) COMPATIBILITY

I. Have all system functions been exercised to
determine the measured EO/IR compatibility
of the test item?

2. Have all system functions been simulated in
the selected computer model to determine the
EO/IR compatibility of the test item?

3. Have all system functions been exercised ana-
lytically to obtain the FO/IR compatibility
effects of the test item on the environment_

4. Have all system functions been exercised ana-
lytically to obtain the EO/IR compatibility
effects of the environment on the test itm?

V. DATA R.DUCTION AND PRESENTATION

I. Have data minimization and organization techniquea
been described?

2. Have EIC computer model techniques and parameters
been described?

3. Are all data available?
4. Have all data been reduced?
5. Has amount of data presented been minimized? --

6. Have equipments listed in all source documents
been considered? _ _-

a. Deployment
b. Frequency Allocation to Equipment File (FAEF)
c. Other

7. Is data presentation clear' _ _"

8. Have the objectives and criteria been answered with
the analysis?

t
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,A, EIMIX C I --

DESCRIPTION OF THE EMETF

The Electromagnetic Environmental Test Facility (L4ETF) is a

Goverament-operated, contractor-supported facility of the US Army

Electronic Proving Ground (USAEPG), Fort Huachuca, Arizona, a testing

activity of the US Army Test and Evaluation Command. The primary mission

of the ME'rF is to analyze all electromagnetic environment effects of

Army comunications-electronics (C-E) equipment, systems, and concepts

in real and simulated tactical situations. The EMErF has scientists,

engineers, and analysts organized to handle on-going operational tasksIt! and long-term developmental work. This scientific and engineering staff

is supported by a technical publications group, administrative and

logistics services group, and six interrelated facilities. These six

facilities, except for the Field Facility, are located in Tucson, Arizona,

and are listed below:

1. The Instrumented Workshop (IWS) provides precisely controlled

facilities to test military--including cryptographie--and commercial

C-E systems and equipments. Using automated dta collection and per-

formance scoring (both analog and digital) capabilities, the IWS can

handle equipments requiring individual link commitment as well as complex

major systems requiring rapid and accurate data correlation and analysis.

2. The Scoring Facility (SF) enables the M4ETF to consider the

human operators and their responses to equipment operating characteristics.

These operator responses are measured through use of articulation scores

which represent the percentage of phonetically balanced words in a test

message correctly received by the operators, or team of trained listeners.

3. The Spectrum Signature Facility (SSF) provides the capability

of performing measurements of all pertinent C-E equipment characteri&tics

under both laboratory and field conditions. These measurements are used

for verification of design concepts early in the equipment life cycle as

well as for the identification of spectrum signatures of foreign military
C-E devices.

4. The Weapon System Electromagnetic Environment Simulator (WSEES)

is a highly versatile simulation and measurement laboratory that tests
systems and equipment operating in the RP microwave region and develops

performance scoring data for such system and equipment. WSEES RF sig-

nals duplicate those signals which can be expected to occur in a real-

world environment, and the performance scoring data include measurements

of the reaction of an adaptive system to a changing environment.

5. The Field Facility (FF), located near Gila Bend, Arizona, is

used to test equipment deployments and equipment characteristics which

cannot be simulatad or measured in the laboratory. Testing capabilities

include cosite interference, RF radiation, open-field emission, and

suscptrbility measuremants. The FF also provides realistic field con-
ft ditions for acquiring and validating data in support of analyses per-

formed with computer models.

-
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6. The MM Analytical Facility provides computer support based
on a CDC 6500 computer-a large-scale, general-purpose digital computer

system designed for multiprocessing and ti e-sharint, as well as general 
' data processing and sc:ientific applications. Input to the CDC 6500 is

selected from an extensive library of comuter models embracing analysis
in naar-fied and far-field situations. The concept for thes. models
has be-n validatQd by extensive field and laboratory measurements. The
models simulate the electromagnetic environments of postulated situations
and predict the performance of C-E and weapon system equipment in those
situations.

c-2
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APPENDIX D
SYSTEM EFFECTIVENESS SCORING METHODOLOGY

1. I.tTRODUCTION

1.1 General

: ' a. Test beds of scenario troop deployments contain a full organi-

zational complement of the counicatioas-electronics (C-E) equipments
of both friendly and enemy forces and represent an operational environ-
ment. Emitters and receivers are organized into nets as required by the
C-E concept being simulated. Tecintcal characteristics and geographical
relationships of each individual radio frequency emitter and receiver
are represented in these simulations.

b. The deployment of the full complement of tables of organization
and equipment (TOE) equipment in a simulation, however, is not truly
representative of the actual electromagnetic environment that would
exist at any time in the force model. The deployed C-E links and
emitters are activated only as necessary to provide the C-E support
required by the tactical operation in progress. Therefore, each force
model is further refined and adapted by the application of weighting
factors to develop a simulation of the actual electromagnetic environ-
ment. This refinement culls out of the analysis those links that should
not be formed.

c. Weighting is applied to all remaining links according to their
relative tactical importance and to the probability that they carry
active traffic. In this way the relative importance and electromagnetic
influence of every probable link and emitter active in the environment
are properly simulated.

d. Links are then scored to measure and quantify the potential
electromagnetic interferencs and ro determine the probability of success-
ful communications compatibility with all ocher systems in the environ-
ment. System effectiveness scores are obtained for nets and for net
types as weighted averages of the link probabilities of successful
operation. Vulnerability of these nets and net types to enemy intercept
and electronic countermeasures is also assessed.

1.2 The E4ET? Analytical Facility

a. The analytical facility contains a library of computer models
composed of a series of computer programs designed to process a deploy-
meat data file (a simulated C-E environment). Their purpose is to ob-
tain a quantitative estimate of the coimunicability, compatibility, and
vulnerability probabilities of C-E links, nets, or systems in an opera-
tional environment.
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b. The series of computer programs is organized in six principal
sections:

Preliminary dota processing

Link formation and selection

' LiAk sampling
~~Interference identification :

~Probability scoring

System tffectiventsa

,1.3Preliminar Daca Procesln

a. Preliminary data processing is required to compare a new test
bad with existing data files. New data are developed to update not and
link weighting faccrs, equipment scoring dac, and analysis design
codes in accordance with any naw orgaioatonal doctrine or equipment in
the test bed. The factors delileated in paragraph b below are updated
on & now magnetic tape called a m ilitary values master file. Equipment
codes are assigned to any new equipment and antenna types, and appropri-

~at* data are added to an equipment scoring matrix. Appropriate not,
equipment., or other anaLlysis category codes are assigned, based on the

~~analysis plan. The codes facilitate the presentation of the output of

SE scores in the proper array for ease of evaluation and comparison.

b. The six factors which are used to refine the force model for
use by the computer models are described below:

(1) Cull Distance. 'Kinimum cull distances are those distancesi

(expressed in meters) below which there ,ould be no requirement to cow-
municSate by radio and/or the equipment characteristics will not accommo-
date comunications. Maximum cull distances are those distances
(expressed in kilometers) beyond which the equipment characteristicswill not accommodate communications and should not be attempted.

(2) Link Weight. The link weight factor is defined as a
numrical factor (expressed in tenths from 0 to .9) which indicates thei
relative probability of the transmission of important traffic over that

link with respect to all other possible links in that net.

(3) Net Weight. A nmrical factor which reflects the rela-
tive importance of a net type to the overall accomplishment of the force

Smission.
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.{ (4) Posture Factor. A numerical value reflecting a unit's or
net's relative degree of combat-related activity.

(5) Duty Cycle. The percentage of time that some link in a
net is on the air (i.e., that some transmitter is being used).

I (6) Intelligence Value. A numerical factor which ranks the
C-E nets in a force model simulation in the order of their projected
intelligence value to the enemy.

c. The confidance level and the accuracy desired within the limits
of analysis tize constraut3 are also assigned at this time to control
the nucher of links to be sampled.

1.4 Link Formation and Selection -
a. Within the design of the analysis, various elements of the -

environment can be selected for processin4. This selection can be made

by major organization, division, corps, or an entire army in the field.
Selection can also be made by frequency band (for example, only SHF
t-oposcatter multichannel systems), various combinations of friendly and
enemy C-E and electrouic warfare (E!) systems, or other categories of
foreground and background environment.

b. All C-E nets of interest in the test bed are reviewed in the
maximum cull distances, or by a zero livk weight are formed. The net

weight, the posture factor, and the link weight of "ach link formed are
multiplied by the computer. A link value for each link with respect to
all other links formed is assigned. This value indicates both the
relative importance of the link and also the probability that that link
will be active in the environment of the time being simulated.

c. The links formed simulate the electromagnetic environment
created by the tactical situation involved. This is a function of the
relative Lmportance of the net (net weight) to the mission of the forces
as qualified by the relative combat activity in the unit being supported
(the posture factor), and the probability of a link being in use and
carrying important traffic (the link weight).

1.5 Link Sampling

Sufficient links, from among those formed, are sampled to obtain a
final score that is within the confidence level and accuracy requirement
desired. Links are assembled within various subgroups or calls. Typical
cells are defined by such classifications as net, net type, or equipment
class. The total number of links sampled is the aggregate of those
requirud within all cells. Sampling within any cell is weighted by the

D-3
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link values. The link sample favors the most important links in the
most important nets with the highest degree of combat activity. Thus,
the links (transmitter and receiver) with the highest probability of
being active are sampled most heavily, and the most realistic electro-
magnetic environment is created.

1.6 Interferer Identification

Each friendly and enemy emitter which has formed a link is a poten-
tial interferer. The duty cycle of the net in which each transmitter
operates is divided among the individual transmitters in accordance with
link weighting. Thus, the probabilitv -f simultaneous transmission is
established. Each transmitter is entered in a potential interferer file
for use in probability scoring.

1.7 Probability Scoring

a. Links are scored ftr:t in the absence of interference. The
probability of successful operation (P(SO)], or probability of success-
ful information transfer, is measured from operator to operator. Signals
are modeled from the output of the rransmitter to the receiver input
through the Longley-Rice irregular terrain propagation model, as modi-
fied, and the antenna models. The resultant distributions of desired
signals are combined with empirically derived scoring data to obtain the
P(SO) Qcores. These P(SO) scores are a direct reflection of the prob-
ability that the equipment characteristics, frequency, distance, and
propagation conditions simulated will result in successful communica-
tions.

b. The degradation of thig link co=unicability score is next
measured by a calculation of degradation caused by unintentional inter-
ference and by intentional interference (jaming) by including a con-
sidaration of undesired signals. The discrete interfering equipments,
both friendl? and eaemy, are identified by net, equipment type, and
other categories of interest.

c. Interceptibility and the probability oi sic.;essful direction
finding (DF) are also calculated between friendly transmitters and enemy
EW receivers in the presence and absence of background interference.

1.8 System Effectiveneis

a. The P(SO) score of discrete C-E links and the measured degrada-
tion of those links by an individual interferer can be u~ad to obtain an
indication of C-E performance or vulnerability in the environment. Per-
formance witmin a not, a not type, an equipment, an organization, or an
entire C-E system can be obtained from a weighted average of the ?(SO)
of the sampled links in a desired category. Such a weighted average is

AV'~
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called the system effectiveness (SE) score. The SE score of a large
number of links from a test bed (that is, the entire test bed or a broad

fequipment classification) is less useful than the SE score derived by
net type or net. Very large numbers of links contain a mixture of
equipment, frequency use, C-E requirements, tactical dispositions,
organizations, and functions. This mixture tends to obscure the par-
formeanc of the C-E system in a particular environmental condition
created by the tactical situation. System effectiveness by net type
throughout a test bed (for example, a mechanized battalion FM comman-
net). represents the performance of a concept. System effectiven.se by
net reveals the effectiveness of particular battalion command nets in
particular areas of the environment. System effectiveness by net reveals
the electromagnetic compatibility (EMC) and electromagnetic vulnerability
(DV) problems that can develop in the discrete nets and is most useful
in the evaluation of competing C-E systems.

b. SE scores are obtained for each net type in the test bed. '-'he
scores are assembled by major organization (echelon) for ease in evalu-
ation and comparison. SE scores are also obtained for each net (in a
net type) that obtains a poor comunicrility or compatibility score or
is vulnerable to Jamming, intercept, or direction finding. ne P(SO)
scores for the links within those nets that have poor performance, or
that are vulnerable assist in determining the cause of poor performance,
the source of interference, and the cause of V vulnerability. System
effectiveness scores for multichannel systems are also obtained by
echelon, by net type, and by net.
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A.PPEND LX E
GLOSSARY OF TERMS

Term Definition

Articulation Index (AI) A rating of the intelligibility of a test message
based on the weighted signal-to-noise ratio of
several frequency bands of equal contributions.

Communicability A measure of tho ability of C-E equipments, sub-
systems, and systems, together with elactro-
magnetic devices, to operate in their intended
operational environment without suffering degra-
dation because of natural and uncontrolled man-
nade noise.

Compatibility A measure of the ability of C-E devices, together

with electromechanical devices, to operate in
their intended operational environments without
suffering or causing unacceptable degradation
because of unintentional electromagoetic radia-
tion or response.

Cosite A situation which is defined as existing when
two or more R.F emitters share the same geograph-
ical location.

Direction Finding Quantitative assessment of the signal and inter-

ference levels at the terminals of a receiver,I enabling the receiver operator to process the
signal and derive sufficient intelligence from
it to allow determination of a usable direction-
finding bearing.

Interceptibility The degree of vulnerability of a transmitter to
be detected, located, and identified, and have
its transmissions analy:ed.

Jam.ing The intentional transmission of electromagnetic
signals for the purpose of interfering with
opposing forces' co unications or radar.

Probability of Satis- A performance score representing the likelihood
factory Operation of equaling or exceeding a specified level of

performance over a period of time.
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Term Def inition. -

System Effectiveness A performance score which is an estimate of the
(SE) ability of 4 commnications-electronics system

or subsystem to provide the desired service to
the unit under study. It is a weighted average
of the probability of satisfactory operation,
P(SO), in which the weighting reflects the rela-
tive importance of the links to the success of
the tactical mission.

VulnerabiliLy The degree to which a C-E system is open to ex-
ploitation of weakneSses for the purposes of
attempting to degrade the system's performance
or to gain information passed by or about the
system or its missLon. Vulnerability, for
purposes of USAEPG analysis, consists of vulner-
ability to EC4 and vulnerability to intercept.
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